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Electric Power – Generation to Distribution 
Generation, transmission lines, substations, feeder lines, transformers, local distribution, meters 

2 
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Traditional Power Grid 
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The smart grid 
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Smart Grid & Energy Resources 

Energy sources 
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• Conventional Energy Resources 
– Coal (33%) 

– Natural Gas (33%) 

– Nuclear (20%) 

– Hydro-electric (6%) 

• Distributed Energy Resources (DER) 
– Small combustion turbines – natural gas (Peaker plants) 

– Solar 

– Wind 

– Geothermal 

– Biomass 

– Small Nuclear Reactors 

– Energy Storage 
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Smart Grid - Benefits 

6 

• Reliable power 
– Hour by hour demand prediction & procurement is near real- time, not 

based on prior day data etc. 

– Fault no longer leads to black out & energy supply disruption, factory 
downtime  

– Automatic securing of the system for continued operation 

• Lower carbon footprint 
– hydropower, biomass and geothermal resources, sun, wind, nuclear etc 

• Lower cost to consumers 
– greater access to info for more efficient use 
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Smart Grid & Data 
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• With sensors at every level 

• With SCADA controlling the devices and acquiring huge amounts of data 

• Data – a critical element in rapid response to heal disruptions 
– Volume 

– Variety 

– Velocity 

– Varying quality too 

• Data Driven enterprise 

• IT meets OT 
– Operational intelligence, analytics for predictions 

– Supervisory Controls and Data Acquisitions 

– Demand side management – consumer facing, self-service for efficient use 
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Smart Grid - Vulnerable 

Energy Sector Leads in Cyber Attacks 
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Data is the biggest Asset 

 

It is also the biggest Vulnerability 
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Securing the Smart Grid 
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• Regulations for standard ways of handling data and controls 

• Best practices for each entity 

– Normalize the data 

– Ensure fidelity of the data (with each player) 

– Strong authentication, authorization mechanisms 

– Encryption and Role-base Access 

– Workforce training & development (policy, process driven) 

– Consistency – different players cannot have different security postures 

 

Strength of the system is limited by the weakest Link 

Goal: Ensure integrity and availability 
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Regulatory Compliance 
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• Health Information Portability & Accountability Act (HIPAA) 

• Personally Identifiable Information (PII) 

• Payment Card Industry Data Security Standard (PCI) 

• Sorbane-Oxley (SOX) 

• General Data Protection Regulations (GDPR) 

• NERC-CIP 

… 

… 
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Secure Business Execution 

The Vision 
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The ability of an Enterprise  

to safely and responsibly leverage  

the value of all of their data assets  

for the purpose of  

gaining new insights for better operations,  

eliminating breach exposure, and  

driving integrity of the entire system 
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IT Transformations … 
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Limited Access 
Glacial Speed of response 

IT led 
System of Record Reporting 

Business-units led 
Self service Reporting 

System 
Of 

Record 

I.T. 

Real-Time Access 
Deeper Insights into Diverse Data 
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IT Transformations … 

Diversity in Data Sources, Flexibility in Access – Schema on Read 
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Traditional Data Warehouses New & Rapidly Evolving  

Big Data Technologies 

 Data moves 
Back & Forth 
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IT Transformations … 
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IT Infrastructure Public Cloud 

 Data moves 
Back & Forth 

Agility in Capacity, Focus on core competence at a lower cost 

Focus on Core Competency 
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Secure Environment 

Perimeter Security 

Volume/File Encryption  – Control over data access & Regulatory compliance 

16 

YOU NEED BOTH………AND *MORE! 
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What Should We Do? 

At the cell-level… 

17 

1. Precisely locate sensitive content across ALL repositories 

2. Protect those assets appropriately – masking, encryption 

3. Provide ‘controlled’ & ‘monitored’ access to data 

4. Result:  Enabled employees, trusted partners to make data-driven decisions 

RISKS 
 
BREACH 
 
SECURITY 
 
COMPLIANCE 

VALUE 
 
HIGH FIDELITY 
 
DATA DRIVEN DECISIONS 
 
BUSINESS INTELLIGENCE 

Even a Grocery Store Chain is a data-driven Company!! 
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Secure Business Execution  

Core Requirements 
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Secure Business Execution – Core Requirements 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 
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Detection – Sensitive Elements 
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DETECT 

SENSITIVE DATA DISCOVERY FOR UNSTRUCTURED DATA 
 

Patterns in “Strings” 
• Digit Patterns: 4451  3340  0023  1200  8/16  B7127157 Expires 04-19-15 

 

Patterns in “Grammar” 
• August Thomson  –vs- 1240 August Ave  –vs-  12 August 1994 

 

Patterns in Context (Dependent) 
• Other data elements in horizontal or vertical vicinity  
      ‘94538’ near address elements 

 

Patterns in Combination (Composite) 
• CCN & Name, CCN, Name, Expiry   not  just CCN 

 

Patterns in Knowledge 
• Ontologies HL7 Encoding, Financial Market Data 

 

Custom patterns (elements) 
• Customer-specific elements & combinations with validation 

 

Machine Learning 
• Training data based on customer samples for greater accuracy 

 

Data @Rest in HDFS, in-motion (Flume, FTP…) 
 

 

 
 
 

DISCOVERY FOR STRUCTURED DATA – RDBMS…. 
Sample data on all tables, process column content 

• Ensure enough non-null values AFAP 
• Column name match 
• Confidence factor based on matches & mismatches 
• Some columns may be Unstructured 
 

Track sensitive/privacy data schema changes 
• User picks a discovery result as baseline per database 
• Results from subsequent discoveries diff’d with the baseline to identify changes 
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Detection – Sensitive Elements 
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DETECT 
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Detection – Sensitive Elements 

22 

DETECT 
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Relational Database Detection 

23 

PROTECT 
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Secure Business Execution – Core Requirements 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 
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Entitlements Audit 
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AUDIT 

• What dir/files, tables/columns contain sensitive elements 

• Are the elements in clear text, encrypted, or masked 

• Who has access to these files 

– Posix File system Permissions 

• “traditional unix permissions” 

• owner, group, other 

• rwx 

– Access Control Lists (ACL) 

• More fine grained 

• Policy based? 
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Secure Business Execution – Core Requirements 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 
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Protection: Encryption, Masking 
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PROTECT 

• MASKING 
– Obfuscation, one-way operation 
– Multiple options in DgSecure – fictitious but realistic 

values, X’ing out part of the content…. 
– Consistent masking to retain statistical distribution of data 

• ENCRYPTION 
– Encrypted cell/row 
– Accessible (Decryption) by authorized users only – Hive, 

bulk, via App 
– Granular protection 

• REDACTION 
– X’ing out entire sensitive data cell 
– Nullify 
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Protection: Encryption, Masking 
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PROTECT 
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Protection: Masking 
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Masking in Hadoop 

PROTECT 
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Protection: Encryption 

30 

Encryption in Hadoop 

PROTECT 
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Relational Database Detection 

31 

PROTECT 



©2016 Dataguise, Inc.   Confidential and Proprietary 

Relational Database Masking 

32 

PROTECT 
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Protection: Encryption (Structured Data) 
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Encryption in Hadoop (Structured) 

PROTECT 
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Protection: Encrypted Data Access 
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Decryption: User WITHOUT access privileges on Names & SSN 

PROTECT 
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Protection: Encrypted Data Access 

35 

Decryption: User WITH access privileges on Names & SSN 

PROTECT 
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Protection: Encryption or Masking? 
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 Analytic 

 

 

 
 

 

 
 Transactional 

 

 

 

Trading System Perf. 

Customer retention 

Payments Risk Mgmt. 

IT Security Intelligence 

IP Addresses 

Name 

Medical Record Number 

Credit Card Number 

Dynamic pricing 

Process efficiency 

Log analysis 

Insurance Premiums 

Clinical trial analysis 

Smart metering 

Risk Modeling 

Supply chain optimization 

Brand sentiment 

Real-time upsell 

Monitoring Sensors 

Social Security Number 

Date of Birth (DOB) 

IP Address 

URL 

Email Address 

Telephone Number 

Credit limit 

Purchase amount 

Customer lifetime value 

Address 

Device ID 

VIN 

Person of Interest Discovery 

PROTECT 
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 Transactional 

 

 

 

Protection: Encryption or Masking? 
 

 

 
 Analytic 

 

 

 

Trading System Perf. 

Customer retention 

Payments Risk Mgmt. 

IT Security Intelligence 

Medical test results 

Name 

URL 

Credit Card Number 

Dynamic pricing 

Process efficiency 

Log analysis 

Insurance Premiums 

Clinical trial analysis 

Brand Sentiment 

Risk Modeling 

Supply chain optimization 

Smart Metering 

Real-time upsell 

Monitoring Sensors 

Social Security Number 

Date of Birth (DOB) 

Email Address 

Telephone Number 

Credit limit 

Address 

Mask 

Device ID 

VIN 

Person of Interest Discovery 

Encrypt 

PROTECT Customer lifetime value 

IP Address 

Medical Record Number 

Purchase Amount 
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 Transactional 

 

 

 

Protection: Encryption or Masking? 
 

 

 
 Analytic 

 

 

 

Trading System Perf. 

Customer retention 

Payments Risk Mgmt. 

IT Security Intelligence 

Dynamic pricing 

Process efficiency 

Log analysis 

Insurance Premiums 

Smart metering 

Risk Modeling 

Supply chain optimization 

Real-time upsell 

Monitoring Sensors 

Person of Interest Discovery 

PROTECT 

Brand sentiment 

Clinical trial analysis 

Mask 

Encrypt 

Medical test results 

Medical Record Number 

Credit Card Number 

Social Security Number 

Date of Birth (DOB) 

IP Address 

URL 

Email Address 

Telephone Number 

Credit limit 

Purchase amount 

Customer lifetime value 

Address 

Device ID 

VIN 

Name 
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Secure Business Execution – Core Requirements 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 
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User Access Monitoring 
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MONITOR 

 

• Precisely focused on monitoring sensitive data 
– Where are the sensitive content & how many (density) 
– What data are accessed 
– Who is accessing them 
– Raise alarm based on user-set policy 

• Across all enterprise repositories  
– Hadoop, Oracle, Teradata, others (Roadmap) 
– Cloud Support (S3, Google Cloud Storage and Azure Blob) 

• Continuous, near-real-time anomaly behavior 
detection (Future) 
– Using machine learning to build user profile 
– Complex Event Processing to detect breach 

• “Out of the box” templates 
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User Access Monitoring 
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Cloud 

Storage 

ON PREMISES 

Alert-Reqd. 

Sensitivity 

Info 

RDBMS 

Hadoop 

CLOUD 

DATASTORES 

S3 
RDBMS 

Cloud 

Storage Hadoop 

Metadata 

Repository 

Monitoring 

Metadata 

Monitoring Metadata Manager 

Detection 

Data Access Info 

Monitoring Engine 

MONITOR 
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Secure Business Execution – Core Requirements 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 
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Dataguise DgSecure 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 

Across Hadoop, 
RDBMS, Files, 

NoSQL DB 
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Dataguise DgSecure 
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DETECT 
Where sensitive content is 
present in struct, unstruct, 
semi-struct data 

AUDIT 
Who has access to which 
sensitive data & identify 
misalignments and risk 
factors 

PROTECT 
Sensitive data at the 
element level–
encrypt/decrypt with RBAC, 
mask, redact 

MONITOR 
Based on metadata, track 
how and where sensitive 
data is being accessed 
through a 360° dashboard 

Across Hadoop, 
RDBMS, Files, 

NoSQL DB 

On Premises, 
in the Cloud, 

or Hybrid 



©2016 Dataguise, Inc.   Confidential and Proprietary ©2016 Dataguise, Inc.   Confidential and Proprietary 45 

 

 

 

 

Q & A 
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Thank You 

 

venkat@dataguise.com 


